  Topic 6: The Internet, Privacy, New Media
1. Pause before you post
https://www.youtube.com/watch?v=4QL1FmBaof8
2. Edward Snowden's revelations (2013)

https://www.youtube.com/watch?v=vkHR7d4ius8
A whistleblower is a person who exposes misconduct, dishonest or illegal activity taking place in an organization (a company, a government etc.). The information revealed by whistleblowers may be classified in many ways; for example, a violation of a law, rule, regulation and/or a direct threat to public interest, such as fraud, health and safety violations, and corruption. Whistleblowers may make their allegations internally (for example, to other people within the accused organization) or externally (to regulators, law enforcement agencies, to the media or to groups concerned with the issues).

Civil Disobedience: It's an active refusal to obey (a) certain law(s), seen as unfair. It involves a violation of the law(s) in a non-violent way. Champions of civil disobedience are ready to face the consequences of this violation: those consequences (arrest, jail time, fines etc.) are for them a symbol of the unfairness of the law(s). The phrase was coined by Henry David Thoreau, an American 19th century philosopher.

3. Palantir

Sum up the video in English

https://www.youtube.com/watch?v=0y-L-mjr9B4

4. Social media use

Who uses social media?
In the USA, statistics from the Pew Research Center, 2024 :
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Source: Survey of U.S. adults conducted Oct. 29-Nov. 11, 2019.
“Americans Who Mainly Get Their News on Social MediaAre Less Engaged, Less Knowledgeable”
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Facebook 61 78
Instagram 44 55
LinkedIn 35 30

X (formerly Twitter) 25 17

Pinterest 19 51
Snapchat 23 31
YouTube 87 83
WhatsApp 28 32
Reddit 28 20
TikTok 26 39
BeReal 2 3

Note: Respondents who did not give an answer are not shown.
Source: Survey of U.S. adults conducted Feb. 1-June 10, 2024.
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Facebook 69 71 70
Instagram 41 51 57
LinkedIn 12 31 54
X (formerly Twitter) 13 23 27
Pinterest 29 41 39
Snapchat 28 32 22
YouTube 79 87 90
WhatsApp 23 25 42
Reddit 14 27 32
TikTok 37 37 26
BeReal 2 4 3

Note: Respondents who did not give an answer are not shown.
Source: Survey of U.S. adults conducted Feb. 1-June 10, 2024.
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_inkedIn 33 34 24 50
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[ikTok 26 50 48 31
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Getting informed on social media:
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Facebook 68 78 70 59
Instagram 76 66 36 19
LinkedIn 40 41 30 15
X (formerly Twitter) 38 25 15 8

Pinterest 43 43 33 22
Snapchat 65 32 14 4

YouTube 93 94 86 65
WhatsApp 30 40 28 18
Reddit 46 35 11 4

TikTok 59 40 26 10
BeReal 10 2 1 <1

Note: Respondents who did not give an answer are not shown.
Source: Survey of U.S. adults conducted Feb. 1-June 10, 2024.




The Pew Research Center also adds: "A Pew Research Center report published in July shows that Americans who rely primarily on social media for news—which describes about 18% of adults in the U.S.—tend to know less about the 2020 election, less about the coronavirus pandemic, and less about political news in general than people who rely on news websites, cable or network TV, radio, and print. Those who depend on social media are also more likely than other news consumers to be exposed to made-up news, such as the conspiracy theory that powerful people planned the pandemic and invented the coronavirus in a lab, and to give credence to falsehoods."
In France : 
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présents sur les réseaux sociaux l'utilisent régulierement, a raison de 14 h 09 minutes en
moyenne chaque mois. 20,9 % des utilisateurs francais de Facebook sont égés de 18 & 24 ans et
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Vient ensuite WhatsApp, ou un solide 63,7 % des Francais utilisant des réseaux sociaux sont
considérés comme des utilisateurs actifs.

Instagram suit de prés avec 60,3 %. Les utilisateurs hexagonaux y sont relativement jeunes,
puisque 75 % d'entre eux ont moins de 35 ans. 53 % sont des femmes et 47 % des hommes.




We are Social, Digital report, 2024. More details on https://www.agorapulse.com/fr/blog/statistiques-des-reseaux-sociaux-2024-lutilisation-des-reseaux-sociaux-en-france/
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Nineteen Eighty-Four (sometimes written 1984) is a dystopian fiction written by George Orwell in 1948. It is about a society ruled by a dictatorship. The country portrayed (Oceania) is in a world of perpetual war, pervasive government surveillance, and incessant public mind control. 
Oceania is governed by a political system called English Socialism (Ingsoc) that guarantees privileges to a small elite of party members. But they, too, are totally subordinated to the fascist state and its godlike leader Big Brother, by way of a philosophy that decries individuality. 
The main protagonist Winston Smith is himself a party member who works for the Ministry of Truth, which is in charge of propaganda and historical revisionism. Winston's job is to change passages in past newspaper articles in such a way as to make them in keeping with current party doctrine. But Winston hates the Party and dreams of rebellion against Big Brother.


Since its publication in 1949, many of its terms and concepts, such as Big Brother, doublethink, thoughtcrime, Newspeak, and memory hole, have become part of the contemporary language. Moreover, the novel popularized the adjective Orwellian, which refers to lies, surveillance, and manipulation of the past in the service of a totalitarian agenda.


Donald Trump's invention of the concept of "alternative facts" has made people think of Orwell's Newspeak and Ministry of Truth. 1984 became a best seller in the US soon after Trump's election.

6. Immigration agents have new technology to identify and track people

Immigration and Customs Enforcement (ICE) is acquiring powerful new surveillance tools to identify and monitor people. They include apps that let federal agents point a cell phone at someone's face to potentially identify them and determine their immigration status in the field, and another that can scan irises. 

The federal agency is also ramping up its social media surveillance, with new AI-driven software contracts, and is considering hiring 24/7 teams of contractors assigned to scouring various databases and platforms like Facebook and TikTok and creating dossiers on users.


The Trump administration is seeking to employ new technology as it tries to boost deportations to a million a year, a target that could be helped with tech to identify and locate noncitizens subject to removal. Some Democratic members of Congress are raising legal concerns about the new technologies and are asking questions of ICE that are going unanswered. A group of U.S. senators have called on ICE to stop using a mobile facial recognition app. "Americans have a right to walk through public spaces without being surveilled," Democratic Sen. Edward Markey of Mass. told NPR.


Privacy and civil liberties advocates also warn these surveillance tools represent a grave threat and say there is not a sufficient regulatory framework in place or oversight to ensure federal agents are using new technologies in a way that protects privacy and constitutional rights.


The way ICE and Border Patrol agents use these technologies was on display in a video posted to TikTok last month by an account in Aurora, Ill. The video appears to show a group of masked Border Patrol agents as they jump out of an SUV and approach two young people on bikes on the sidewalk near East Aurora High School. The agents ask them their citizenship and to show ID. One of the young men, who is filming the incident and does not appear on camera, says he is 16 and is a U.S. citizen but does not have an ID. "Can you do facial?" an officer is heard asking. Another officer then takes out a cell phone and points it as if taking a photo. He then asks the young person's name and the video ends shortly after that.

It is not clear which app the officer used. ICE has a mobile facial recognition app known as Mobile Fortify that uses images of people's faces and fingerprints to try to identify people in the field. It can return information like a subject's name, birth date, alien number, possible citizenship status and "Possible Overstay Status." It also says individuals cannot decline to be photographed, and that photos are stored for 15 years, even if there is no match.

"The whole idea of anonymity in public, it's really gone when the administration or the government can immediately identify who you are," David Bier, director of immigration studies at the libertarian Cato Institute said, adding that this technology could have a chilling effect on people's willingness to attend public protests.


"This type of on-demand surveillance is harrowing and it should put all of us on guard," Senator Markey told NPR. "It chills speech and erodes privacy. It ultimately undermines our democracy." Markey told NPR facial recognition is unreliable, especially for people of color, and expressed concern the Trump administration would "weaponize that technology against anyone who disagrees with the government."

Neither ICE or DHS responded to NPR's specific questions about mobile facial recognition apps.  An ICE spokesperson said in a statement, "Nothing new here. For years law enforcement across the nation has leveraged technological innovation to fight crime. ICE is no different. Employing various forms of technology in support of investigations and law enforcement activities aids in the arrest of criminal gang members, child sex offenders, murderers, drug dealers, identity thieves and more, all while respecting civil liberties and privacy interests."

As of 2022, a report by Georgetown Law's Center on Privacy and Technology found ICE could locate three out of four U.S. adults through utility records and had scanned a third of adult Americans' driver's license photos. But Georgetown's Tucker, who co-authored the report, said the situation is more dramatic now because of the Trump administration's aggressive posture on immigration enforcement and willingness to push legal boundaries. "Even if there weren't robust laws and regulations for rights protection, there were some norms that were seen as not really transgressible basically by all the presidential administrations up until that point," Tucker said of the situation a few years ago. "Not only are the norms gone, but this administration is willing to break whatever laws do exist."

National Public Radio (NPR), November 2025.

Bonus video: AI users form relationships with technology
https://www.youtube.com/watch?v=cFRuiVw4pKs

Corrigé (sur Chamilo (PTSI)/Cahier de prépa (PCSI)) à travailler : 

( observer la construction des phrases (où est le sujet ? où est le verbe ? à quel temps est ce verbe ? pourquoi ? utilisation de "of" ou " 's" ? pourquoi ? many/much ? some/any/no ?) => points de grammaire à revoir sur Wooflash)

( faire une liste (papier ou Wooflash) avec le vocabulaire nouveau vu dans cette activité, l'apprendre... et le réviser régulièrement (apprentissage/acquisition sur le long terme) !
