Topic 6: The Internet, Privacy, New Media

Problem-based learning

Main arguments recap

( You need to know a little bit about the history of the Internet:
The need for efficient communication via computer networks started to be tackled in the 1960's in the USA (research at the MIT, University of California at Berkley etc., in a context of Cold War with the USSR). There was a cooperation between the USA, the UK and France and it led to precursors of the Internet (ARPANET and CYCLADES). The Internet was at first mostly used by academic institutions (research centres, universities etc.) and the army, in the 1980's.

=> public access and democratisation through the World Wide Web (www.) in the mid-1990's.

( Getting informed on social media
The more you get your information from social media (= unreliable sources), the more likely you are to come across fake news and disinformation.

As young people tend to get informed on social media, they tend to fall more for conspiracy theories or fake information.

( Some human-rights groups have denounced an infringement on fundamental rights such as freedom of speech, right to privacy etc. They say we are now living in an "Orwellian" or "Big Brother" society (reference to George Orwell's novel 1984). Whistleblowers such as Edward Snowden have denounced surveillance abuses too. Snowden, after seeking asylum in different countries, now lives in Russia, hiding from the US government. But he is still active and gives videoconferences and interviews regularly.
Snowden used to be a contractor for the CIA and the NSA. He was a programmer and was in charge of creating software to spy on potential terrorists or anyone threatening the US security.
He fled the USA after stealing classified information. The US intelligence services were chasing him. He called journalists from The Guardian (UK) and The Washington Post (USA) to give them the information he had stolen (=> to leak information). The journalists filmed and released the interview.

He revealed that the US intelligence services were spying on the whole world thanks to a programme called PRISM which gathered data directly from the servers of Internet service providers.
To him, the US government's methods are undemocratic. He says the citizens should have been informed and should have had their say in the matter (through, for instance, a Congressional vote).

The head of the US intelligence considers Snowden as a traitor (=> he betrayed his country) because he has leaked classified information. He says that because of Snowden's revelations, classified information had to be disclosed to the public, which jeopardizes US security.
Some people also consider him as a hero for making the public aware of this mass surveillance.
( Palantir is a US corporation founded by Peter Thiel (founder of PayPal). It specialises in massive data analysis and works, among others, for the French intelligence services. This poses problems of data sovereignty and of data protection. 
=> Under the Cloud Act, implemented by D. Trump in 2018, all US corporations have to give access to the data they collect to the US government.

=> the Cloud Act is in contradiction with the European DGPR (RGPD en français : Réglementation Générale sur la Protection des Données).

( ICE (https://fr.wikipedia.org/wiki/United_States_Immigration_and_Customs_Enforcement)

used social media surveillance and facial recognition to track people suspected of being illegal immigrants on US streets.

=> the tools used by ICE are not clear. But this technology in general poses reliability issues.

Moreover, ICE's action are said to infringe on citizen's privacy and right to anonymity in public places, which are fundamental constitutional rights.
Further information:

( With Donald Trump's presidential campaigns in the US and the Brexit referendum in the UK (2016), social media such as Facebook have become the centre of political campaigns. The Cambridge Analytica scandal showed how Facebook accounts were hacked and used to spread misinformation and to manipulate people's opinion in both the USA and the UK.
The goal was to convince people who were not going to vote or swing voters to vote for the Leave side (= pro-Brexit) in the UK or for Trump in the USA. Cambridge Analytica created targeted ads (= des publicités ciblées) to deter (= dissuader) people from voting for the opposite side, or at all. Facebook was accused of not insuring its users’ privacy. Later on, FB tightened its privacy policy.

( State surveillance powers were reinforced around the world after the 9/11 terrorist attacks on the World Trade Center in NYC. These include surveillance of online communications, but also on the streets, with CCTV cameras.
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London is often quoted as having the highest number of CCTV cameras per capita (one for 14 people), Hyderabad, in India, is also a top-ranking city for citizen surveillance. But most of the cities at the top of the list are located in China (although reliable statistics about China are rare).
The efficiency of CCTV cameras to deter (dissuader) crime fails to be proven in France and in other countries. In France:

"Il y a 6 ans (en 2020), la Cour des comptes pointait l'absence de lien entre vidéosurveillance et baisse de la délinquance :"Aucune corrélation globale n'a été révélée entre l'existence de dispositifs de vidéoprotection et le niveau de la délinquance commise sur la voie publique ou encore le taux d'élucidation".
En 2021, une autre enquête a été réalisée pour le compte de la gendarmerie et a passé au crible près de 2 000 affaires judiciaires. "On n'a pas identifié de différence de niveau de résolution sur les communes équipées ou sur les communes non équipées de vidéoprotection de voie publique", explique son auteur, Guillaume Gormand, chercheur à Sciences Po Grenoble - Université Grenoble Alpes, qui en est arrivé aux mêmes conclusions." (www.franceinfo.fr)
Note : Mini-séries à voir sur la campagne du Brexit : The Uncivil War

Documentaire sur les élections US : The Great Hack (Netflix)

+  sur la naissance de Fox News : The Loudest Voice (Netflix)

Synthèse de documents :
Problématique :

How safe is our online data?

1. Increased use/personal information online

2. It can be used against us

3. An ethical approach is needed
